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DIVISION DIRECTIVE:

Employees of contracted facilities will follow ebtshed procedures to receive access to the
Department of Corrections’ Offender Managementrmiation System.

DEFINITIONS:

ACCD-Adult Community Corrections Division Contradtéacility — Includes Prerelease Centers
(PRC), Sanction Treatment Assessment Revocation r&nsition (START), Warm Springs

Addiction Treatment & Change Program (WATCh), Catimms Corrections Program (CCP),

Passages Alcohol and Drug Treatment (Passages APa3sages Assessment, Sanction &
Revocation Center (Passages ASRC), NEXUS Corregdtidmeatment Center (NEXUS), and

Elkhorn Treatment Center (Elkhorn).

Computer Use — As used in 845-6-311, MCA, the téofntain the use of” means to instruct,
communicate with, store data in, retrieve data froause input to, cause output from, or otherwise
make use of any resources of a computer, compysg&gra, or computer network or to cause another
to instruct, communicate with, store data in, estel data from, cause input to, cause output fream, o
otherwise make use of any resources of a compgatputer system, or computer network.

Department or DOC — The Montana Department of @tioes.

Information Technology Resources — Any computetesysncluding, but not limited to, computers,
servers, printers, smartphones, tablets, laptopsnatworks.

Malicious Software — A dangerous computer prograth tihne characteristic feature of being able to
generate copies of itself, and thereby spread. tAadilly, most malicious software has a destructive
payload that activates under certain conditions.

Offender Field File — The OMIS and/or hard copyoreicused for offender management containing
legal documents, reports, and offender recordsd¢tude, but not limited to, material regarding
custody, classification, treatment programs, anaranity supervision. Also referred to as “case
record.”

OMIS — Offender Management Information System — Tiepartment of Corrections’ electronic
data collection and reporting system.

Password — An alphanumeric combination of charaaieique to individual users that allows access
to a specific computer, network or computer system.
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User ID — Used generically to refer to Cl numbegih ID, ACF2 ID, user account, or any other
term used to describe a user’'s unique identifierciviis used to grant rights and privileges on a
computer, computer system or network. User IDnaxeer reused.

PROCEDURES:

Access to OMIS by contracted facility employeesaccomplished through “ePass Montana,” a
secure service provided by the state of Montanag(myj.

Employees may only use information technology ¢(@Sources to conduct Department business and
are responsible for appropriate computer use afedkeping. There is no right of privacy in the
use of IT resources and all aspects of employegeusay be monitored.

Any contracted facility employee authorized to entaodify, or delete data is responsible and
accountable for the completeness, accuracy andirtiess of the data they handle (¥@@C 1.7.3
Data Quality).

Under no circumstances will an offender be alloweduse IT resources to access the on-line
services of mt.gov.

A. OMIS Accessthrough ePass Montana

1. The Administrative Officer within the ACCD will aets the security coordinator in receiving
requests from contracted facilities for new or gehaccess to OMIS. If approved, request
will be forwarded to the IT’s Service Desk for irepientation.

a. An initial request will be made to thRCCD Administrative Officeto add an employee
for access to OMIS.

b. The Administrative Officer will provideDOC 1.7.7(B) Contractor 1T Policy Consent
Form andOMI S/ePass Request.

c. Once the employee has completed a review of the P@Cies listed on th€ontractor
IT Policy Consent Form, the Form must be completed, printed and signed by the
employee and supervisor. Electronic signaturebneil be accepted. SCAN and email
theFormto the IT Service Desk abrhelp@mt.goyor fax to (406) 444-4920.

d. The OMISePass Request must be completed by the supervisor and includgfigation
for the employee’s OMIS access. It is then subrhilig email as a WORD document to
the Administrative Officer DO NOT SUBMIT SCANNED FORM. Administrative
Officer will forward to IT upon approval.

The “User ID” is assigned by IT aftdRequest is submitted. This User ID (CIV#)
becomes the OMIS User ID for log-in to OMIS.

e. When access has been implemented, the Administr@i¥icer will notify supervisor
and provide ePass instructions upon request.

f. Deleting or changing employee’s access:

Once an employee’s need for OMIS access has chasrgedno longer required, the
ACCD Administrative Officer must be notifieds soon as possible. OMISePass
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Request is completed showing “Delete” or “Change” as thEyge of request,” and
emailed to théddministrative Officer who will forward it to IT.

2. User IDs and Passwords

a. ePass Account:
i. Employee will follow instructions for creating aRP&ss account, choosing Username
and Password, and providing a Password Hint.
ii. Only the Password Hint can be retrieved by mt.gov.
iii. If Username or Password is forgotten, employee rcnestte a new ePass account and
notify corhelp@mt.govo reconnect to OMIS.

b. OMIS Access:
i. The OMIS User ID (CIV#) and initial password wikk fprovided by IT.
ii. Employee will change OMIS password once initiatindnas been completed.
iii. User ID or password may be retrieved froanhelp@mt.govf forgotten.

c. Employees must protect the confidentiality of tHéger ID and password, may not share
this information, and may not write the informatihere it can be found by others.

3. Employees will not remain signed into OMIS whenetidrom the computer for 15 minutes
or longer and will power off computer when leaviagthe end of the workday. After 30
minutes of inactivity, employee will automaticalhg logged-off and must go through log-in
procedures to return to OMIS.

4. Employees who have not accessed OMIS within a J0tidze period will be automatically
locked out of OMIS and must contairhelp@mt.gov

5. Computer rights will be immediately terminated @amployees violating DOC policies and
procedures.

B. General Prohibitions of Computer Use
1. A person commits the offense of unlawful compute if he/she knowingly or purposely:
a. Obtains the use of any IT resource without coneéttte owner;

b. Alters or destroys or causes another to alter strdg an IT resource without consent of
the owner; or

c. Obtains the use of, alters, or destroys an IT megowr any part thereof as part of a
deception for the purpose of obtaining money, prgpeinformation, or computer
services from the owner of the computer, compuystesn, computer network, or part
thereof or from any other person.

2. Malicious Software Introduction

Users will not intentionally introduce maliciousftyeare into a state IT resource.

3. Prohibited Uses

a. Use of IT resources, IT resource data or User tdHe purposes other than those for
which they were intended or without consent of Dlepartment’s security officer;
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b. Using state IT resources to create, access, dodnlmadisperse derogatory, racially
offensive, sexually offensive, harassing, threatgnor discriminatory materials.

c. Downloading, installing, or running security prograor utilities, which reveal or could
be used to reveal weakness in the security ofttte’s IT resources;

d. Attempting to modify, install, or remove state I§ugpment, software, or peripherals
without proper authorization; including installingny hardware, software, or non-
approved external storage device on state-owneeddurces.

e. Accessing computers, computer software, computir atainformation, or networks that
the state has access to, without proper authavizati

f. Circumventing or attempting to circumvent normalaerce limits, login procedures, and
security regulations or sharing of personal usegsaon passwords;

g. Taking advantage of another user’s naiveté or gegtie to gain access to any User ID,
data, software, or file that is not your own andudich you have not received explicit
authorization to access;

h. Disclosing or removing proprietary information, wedre, printed output or magnetic
media without the explicit permission of the owner;

i. Reading other users’ data, information, files, mgoams on a display screen, as printed
output, or via electronic means, without the owsexplicit permission;

j.  Any use for private or commercial profit, produdivartisement or political lobbying;

k. Downloading any confidential or personally idemtifie information to any removable
storage media that is neither Department-ownecnorypted;

I.  Sharing, giving or selling Department-owned confiigd or personally identifiable
information with anyone outside of the agency withexplicit permission; and

m. Other prohibited uses outlined OC 1.7.6 Unlawful Use of Computers.

4. Users will report unlawful use and other securitylations to their immediate supervisor, to
local personnel responsible for local network pokaforcement, or to personnel responsible
for the security and enforcement of network po$icrehere the violation originated. If it is
determined an employee has violated this procedmreediate termination of network and
system access may result.

V. CLOSING:

Questions regarding this procedure shall be didettig¢he Facility Administrator, Prerelease Center
Contract Manager, Treatment Facility Contract Mamagr ACCD Administrative Officer.

V. FORMS

DOC 1.7.7(Attachment b) Computer Security ContmatidPolicy Consent Form
Information Technology Bureau OMIS/ePass Request



